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Introduction

This report is intended to illustrate the authors understanding and knowledge of
netwarks, this will be done by the use of modern day software and virtual machines.
The core of this report will consist of instructions and screenshots.

Preparation

In order to begin setting up the first network a number of tools would be required
such as a suitable computer system and software, these are described in more detail
below.

Computer system

The computer system required to undergo this task would need to have a bare
minimum hard drive storage space in order to maintain the virtual computers.

Software
PP Certain software will be needed on the computer system to allow

the creation of the virtual computers. To do this a program called

virtual box will be used which allows the author to create a
general-purpose full virtual system.

The image to the left illustrate the logo of virtual box, it and the
software itself was taken from the virtual box website.
a E]

Network Configuration

The network will be illustrated below in a topology, “A network’s topology details how
the devices within it connect with one another and how data moves between its
nodes. It can also be defined simply as a schematic description of a network’s
elements’ arrangement.” Quoted from logical read website, the above sentence
explains what a network topology is and its function. [2] -
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Types of Network Topology

There are different types of

e Q. BUS Topology
topologies as shown from the image (,i"u I:

on the right, the image was taken HYBRID Topology
from educba website and Network RO Topeiony
demonstrates the different types of Topology
network topology. [3]
TREE Topology STAR Topology

MESH Topology

The author will be using the bus topology to demonstrate the network layout, this will
display the names of the networks and IP addresses used within this exercise.
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VirtualBox

Virtual box will be used to create the virtual machines, once installed and opened the
virtual box software will present the user with its welcome page, to start the user will
click “New” as shown below.

9

File Machine Help

W e —

Welcome to VirtualBox!

The left part of application window contains
global tools and lists all virtual machines and
virtual machine groups on your computer. You
can import, add and create new VMs using
corresponding toolbar buttons. You can popup
a tools of currently selected element using
corresponding element button.

You can press the F1 key to getinstant help,
or visit www. virtualbox.org for more
information and latest news.

e - -

This will bring up the screen allowing the user to enter a name for the virtual machine
along with selecting an operating system, for these examples Windows 2008 will be
used.

Name and operating system

Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this
machine.

MName: Machine 1

Machine Folder: | 1. C:\users'\Richards1\irtualBox VvMs

Type: iMia‘oso'Ft Windows
:  Windows 2008 (64-bit)

ExpertMode | | Next




The user will choose the memory size, for these examples 4096MB will be used.

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
virtual machine.

The recommended memory size is 2048 MB.

4 MB 4096 MB

The virtual box software will ask the user is they wish to add a virtual hard disk to the
virtual machine.

Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either
create a new hard disk file or select one from the list or from another location
using the folder icon.

If you need a more complex storage set-up you can skip this step and make

the changes to the machine settings once the machine is created.
The recommended size of the hard disk is 50.00 GB.
() Do not add a virtual hard disk
(®) Create a virtual hard disk now
() Use an existing virtual hard disk file

Empty




The type of hard disk will be kept as VDI.

Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

(® VDI (virtualBox Disk Image)
() VHD (virtual Hard Disk)
() VMDK (Virtual Machine Disk)

The next window gives the user two options for the storage on the hard disk, the
user will choose fixed size.

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be ceated at its maximum size (fixed
size).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up {(up to a maximum fixed size), all:hough it wil not shrink
again automatically when space on it is freed.

A fixed size hard disk file may take longer to aeate on some systems butis
often faster to use.

() Dynamically allocated
(®) Fixed size




Finally the user will choose a name for the virtual hard disk and the size, the user will
name this Server 1 and use 20GB.

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

20.00 GB |

File Machine Help

B E EBE Tooks & E} :; .
_ Hl Mew Setings Ducad  Show
D T Mackine 1 B Generat
e it Systr: Wocors 2008 (54 88)

Machine 2 (8 swstem
B i
Boot Order:  Foppy, Opbcal, Hand Disk.
Acceleraon:  VT-4/AMDY, PAE, Hyper ¥ Paravetuakmation
%) pisplay.
ke Memory: 1898
Grophes Conrober:  VBax3VaA.
fizmote Dekinp Server; Gobled
[y Ovmsoles

Gl storage

Controber; 54TH

SATAPOt0:  Server L Qhormal, 20.00 GB)

SATAPwt1:  [Dirbcad Orive] en_wmdous_server_3008_r2_with_spl_ws ol 517601is0 (295 58)
[0 Audie

Hott Detr: Windows D ectSound

Contraber: el HD Ause

T Wetmork

Adagier 1: Inkel PRC100D MT Desktng: (Internal Networe, Pubkhiet)
Acapier 2:  Inted PRIO100D MT Desktup (Intermal Netweor, Pubkhiet?)

i usa

LSE Controlier:  OHCT
Device Fiters: 0 (0 actve]
[ shared fokders

¥ Description




Next the user will right click on Machine 1 and click setting, bringing up the following
window.

General General ‘
E_‘nystem | Basic | Advanced | Description | DiskEncryption |
(B oisplay Name: Machine 1
G) storage Type: Microsoft Windows - %:ﬁ%
(D:' o version: | Windows 2008 (54-bit) -
@ Network
@ Serial Ports
£ use
: Shared Folders
E User Interface
o [ cmes |

From here, clicking on the network tab, the user is presented with the following
window, here after clicking the box to enable a network adapter, the user has a drop
down menu to choose from, the one that will need to be selected is “Internal
Network”.

General Network
[&] system Adapter 1 | Adapter2 | Adepter3 | Adepter4 |
(BN oDispiay Enable Network Adapter
Storage Attached to: |NAT -
Name: =

(D] Audie b Advanced
P Network
ﬁ Serial Ports
£5 uss
] shared Eclders
E User Interface

Invalid settings detected oK [ﬁ




After this a name can be inputted for the network and as shown in the topology
diagram previously this name will be PublicNet.

] General ‘ Network
Efwﬁem Adapter 1 | Adapter 2 | Adapter3 | Adapter4 |
[ oispray Enable Network Adapter
Attached to: | Internal Network -
Sterage
NMame: | Publicet] v
Audio
B Advanced
MNetwork
Serial Ports
use
Shared Folders
User Interface
Invalid settings detected [Ji] oK Cancel

The same options are available in the Adapter 2 tab.

@ General l Network

[®] system Adapter 1 | Adapter 2 | Adapter 3 | Adapter 4 |
@ Display Enable Network Adapter
Storage Attached to: | Internal Network

Mame: | PrivateNet1|
(‘D:l Audioc > Adv

P Network
{58 seralPorts

ﬁ USE
: Shared Folders
if] User Interface

Invalid settings detected E




The next tab needing amendments will be the system tab, here the user will have
three separate areas to adjust.

[ General

(8] system

Display

Storage

O Audio g Optical | &
% rd Di

5‘ Network gHastk

MNetwork
@ Serial Ports

£ use Pointing Device: |USB Tablet -]
Extended Features: [¥] Enable I/O APIC

[] Enable EFI (spedal OSes only)
E User Interface [[] Hardware Clock in UTC Time

Floppy

m Shared Folders

The processor will have the feature “enable APE/NX ticked.

General ‘ System

System Motherboard Processor | Acceleration

Display Processor(s): LJ
icrPu

Execution Cap:
. '
Audio 1%

Storage

Extended Features: Enable PAEMNX
Enable Nested VT-x/AMD-V

MNetwork

Serial Ports

uUse

Shared Folders

OO PGvEmED

User Interface
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Finally in acceleration the nested paging will be unticked.

General System
=)

E System ‘ Motherboard Processor | Acceleration

@ Display Paravirtualization Interface: |Default ~

ol [ : i
Storage Hardware Virtualization: [_| Enable Nested Paging

@ Audio
[l Network
£ Sserisl Ports
& UsSB

D Shared Folders

E User Interface

Clicking OK saves the changes, however the user will need to go back into settings,
then clicking storage. The user will need to upload a copy of windows 2008 by
clicking the disk icon shown below.

E General Storage
m System Storage Devices Attributes
. & Controller: SATA Optical Drive: |SATA Port 1
@ Display .
B server Luvdi [] Live cD/OVD

@ s e
(D:I Audio .

WP Network
& Serial Ports

£ uss

D Shared Folders

@ User Interface
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The screenshot below shows the windows server ISO is now ready to be run.

@ General Storage ‘
[&] system Storage Devices Atributes
W oip & Controller: SATA Optical Drive: |SATA Port 1 ~|@
isplay
— B server tvdi [] Live CD/OVD
2 Starage © en_windows_server_2008_r2_... [] Hot-pluggable
" Information
(DJ Audio =
@\ Network Size: 2.95GB
Location: C:\Users\Richards1\Downloads'e...
@ Serial Ports Attached to: -
£ uss
[7] shared Folders
E User Interface
oo @
[ ok || cance |

Clicking okay and returning to the virtual box, the user will then start Machine 1,
allowing virtual box to install Windows 2008 for the first time.
i Sudens s Hub e R i bamin Bich e 085203 B Crvarrmt b0 Srckectio s Crme .| i3 Dienaminacie — Cracta bt Memeni. | oo -~ - 0OEN

L] Oracle VM VirlualBox Manager - =0
€© >0 ol o e Hep ER N o I 3

::E Outiook _
= - ED
- I
S Favourites s~ a3
Installing Windows...
& & inbox E
Thit's all the information we need right novw, Your computer will restert eversl trnes durin
& B> Sent iter intallation,
o 7 Drafts o Copying Windows files
Files (0%) .
Add fave =
|
v Folders
]

L

B3 Inbox

7° Drafts
1

B sent hter

W Deleted

B3 Juni Em *

@ 5RO @R
—_—
B achive ®
hiane
WlualBow 6.1 34-ane A 48 enwindows7peoliso A B en_windows sener.so A ow s

L] Showall X

12




Networking

With the installation finished the user now will arrange the network settings on the
server, within network and sharing center an option on the left of the screen called
change adapter settings will need to be clicked.

=lel x|
@ J= |=,E vmdwvmwvaﬂmu - gls:yar:hConlrdPnnd ﬂ
©
Control Panel Home i basic network information and set up connections
) - b See full
Change adapter settings :'& il & 2 = gk -
Change advanced shag WIN-G25C] IFBNUH Unidentified network Intemet
(This computer)
View your active Connect or d ct

Access type: No network access
Connections: | Local Area Connection
1 Local Area Connecton 2

Unidentified network
Public network

Change your g settings

{t_ Setup a new conmnection or network
Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or Set up a router or access point.

05. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

i

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Secalso
Intemet Options
Windows Firewall

o] B & [ 5 5 pne ™

In this window two adapters should be present, the first one will be renamed
PublicNet as per the topology.

&P\ )= [F - contolpanel - Network and intemet - Network Connections - ~ [E3) [Semrch Network Connections g

Organize ~ isable this network device  Diagnose this connection  Rename this connection  View status of this connection  » ﬁf = [ ‘B

Local Area Connection 2
Unidentified network
jel(R) PRO/1000 MT Desktop Adap. ..

Mo _current issues detected
3 R 14:01
o] B ed - [ER [EEEF
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Right clicking the adapter and choosing properties brings up a further window.

ﬁ Network Connections =18 x|
e'ovlﬁ ~ Control Panel + Netwark and Intemet + Netwark Connections = ~ &3 [ search tetwork Connectons g
Qenaize = Dicable thic catund deviceDiannnca thie arrackion Dmﬂm View status of this connection » =T [7]

-
. onnection 2
Nﬂwﬂmkﬁvﬂml netnork
: /1000 MT Deskiop Adap...

I@ Inte(R) PRO./1000 MT Desktop Adapter

This connection uses the following items:

[V ™% Client for Microsoft Networks

¥ [B005 Packet Scheduer

¥ B Fie and Printer Sharing for Microsoft Networks
[¥ 4. Intemet Protocol Version GHCP/IPVE}

[ i Unk-Layer Tcmlog)' D|scu\u:')' Mapper 1/0 Driver
[ s Link-Layer Topology Discovery Responder

netall.. | Uriristat I Propeties |

—D:
Transmission Cortrol Protocol/intemet Protocol. The defaut

Iuhmrﬂmkplﬂmiﬂﬂm&am
across diverse interconnected networks.

ok | e |

r:;m| Ao &\ PORG e, -

Choosing the appropriate one (TCP/Pv4) and clicking properties allows the user to
enter their desired IP address.

== x|
mv|@vmapm-mmwmummm- ~ |82 | search Network Connections
Crmarees irahia shie ot davire  Miaannce thic rnnacien D this — of this » B v (1l @
[] Pul‘llcrﬁ-l Propertics ;l[m
bl internet |’ro(oc<:l Version 4 (TCP/IPv4) Properties mz[‘z‘[
= | pctop Adap.

[ mm;:wm automaticaly if your network supports
Otherwise, you need to ask your network administrator
for the approprate IP s=ttnge

T
r ¢~ Obtain an IP address automatically
% Use the following IP address:

IP address: I 192,168 . 1 . 100
Subnet mask: |255.255.255, o
Default gateway: 192 . 168 . 1 . 100

£ | obitain DNS server address automaticaly
—(F Use the following DNS server

Preferred DNS server: 192 . 168 . 1 . 100

> =] B D e, ™
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Next firewalls will be turned off to ensure nothing gets blocked when altering network
settings and testing further in this report.

=122
5 - |8 - System and Security -+ Windows Frewall ~ Customize Settings * &3 [ search contral Panel (5

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you uss,

What are network locations?

Home or work (private) network location settings
g " Tum on Windows Firewall

T Black allincoming connections, including those in the list of allowed programs
I Hotify me when ‘Windows Firevall blocks a new program
w % Tum off Windows Firewall (not recommended)
Public network location settings
a = Tum on Windows Firewall
. I Block alline
= oty me

including thoss in the list of slowsd programs

wes Fireywall blocks a new pr

@ £ Tum off Windows Firewall (not recommended)

_ oo | cee |
s B, g¥ Tl[E@ [0 FO A

Within Virtual Box welcome screen clicking settings allows the user to alter the
network adapter 2 and naming it PrivateNet1.

¥ Oracle VM VirtualBox Manager = B

g e
L Cromesaon

I.- General Network

@ System Adapter 1 | Adapter 2 Adepter3 | Adepter 4
E:.g 5‘:;_";;m (] oisplay ¥ Erable Metwark Adapter
- Attached to: | Intemal Network - Machine 1
] Storage
Mame: | PrivateNetd] v
o ausio b Advanced

& Network
{5 seristports
L7 uss

] snared Folgers )
] user nterface

(& Description
Nore

15




Following the same steps the user can then amend the IP address on this adapter.

[ Network Connections =1=] x|

‘9\ J £~ Control Panel = Network and Intemnet + Network Connections - - & [ Search Network Connections 2]

(irianin = Dieahia thie bk deden._ iarminem thie rremartin  Dename thiscomection View stats of ths comectn. »  E= + [ ©
x
Ll 1hternct Protocol Version 4 (TCP{TPv4) P 2l x|

btop Adap
O General |

¥ou can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatcally
@ Use the following IP address:

IP address: 192.168.100. 1
Subnet mask: 255.255.255. 0
Defauit gateway: 192 . 168 . 100 . 1
€ Chtsin DNS server address ausematizall

@ Use the following DNS server addresses:
Preferred DNS server: 192 . 168 . 1 .100

Alternate DNS server: . . .

[~ validate settings upon exit Advanced... |
- [ ] e

ﬂ é..} &y -‘-J Ig P 6 G gy ™

Once these steps are repeated for each machine and client, the connections can be
tested using the command cmd as shown in the following screenshots, the main
thing the user is looking for here is a reply from the IP address entered.

Machine 1 to PrivateNet 1

-1 with
18@.1: }

sersiAdninistratord
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Machine 2 to PrivateNet 2

Administrator: C:\Windows\system32\cmd.ex:

Copyright

(RN

™
rom 19
From 192.168.181 .1
Reply from 192.168.181 .1

h
168.161.1

bytes of lzldf.

time{ims TTL=128

Ping stat s for 192.168

ent 4.
Appro round trip t

n in

Minimum Bms,. Maximum = Bm

C:sUserssAdministrator’

Client 1 to PrivateNet1

Client 2 to PrivateNet2

~s~Admini

Pinging 192.168.101.2 w
R

168.101 .
1681681 -

3

ation. All rights reserved.

resevved.
ving 192.168.161.
ith s of data:

time<{ims TTL=1
time<l [

168 .181.2:

Heck:"wed 4, Lost

milli
Average

t
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Hypervisor programs

“There are two types of hypervisors:

« Type 1 hypervisor: hypervisors run directly on the system hardware — A “bare
metal” embedded hypervisor,

« Type 2 hypervisor: hypervisors run on a host operating system that provides
virtualization services, such as I/O device support and memory management.”

The statement above quoted from the vapour apps website, defines two types of
hypervisors. [4]

Essentially a hypervisor program is a piece of software that allows a user to create
virtual machines, hypervisor has been also known as a virtual machine monitor.

The hypervisor program used in this report was virtual box which is a type 2
hypervisor.

One could argue a big advantage of this type 2 software is that the program holds a
straightforward management system, the user doesn’'t need to install vast amounts
of different bundles of software to maintain a virtual machine. The possibility of
simply loading in the operating system to conduct your intent then loading another to
evaluate the differences makes this type of hypervisor gain more attractiveness.

On the other hand like most things has type 2 has its disadvantages, the main being
the issue with the operating system only allowing the user to run one or the other
such as windows, if for some reason the operating system fails or has an error the
virtual machine is fundamentally useless, unusable.

Utility and Application Program Software

The author will now look into utilising utility and application software on an operating
system and explain what they do.

Application software as the name suggests is where the user applies third party
software to perform different desired tasks, dependant on the software’s purpose.
Most commonly gaming, which requires the use of an application program, allowing
the operating system to be given the required software to run that game.

Utility software allows a user to manipulate and adjust the computers infrastructure
while also optimising, often coming built in with the operating system and accessed
through the control panel or system settings. A common use for a utility program
would be to back up or restore data however the author will look into performance
monitor, computer management and system configuration utility programs below.

Performance monitor is used to monitor the systems different usual activities such as
memory usage or processing speed, often used to determine a cause of an issue
locally.

The performance monitor application can be found in the windows administrative
tools folder and when opened the user can observe a number of selected counters
relating to the system performance.

18




The below image shows the processor time of the system being used by the author

and its CPU usage.

() performance Monitor
@ File Action View Window Help

e 2 Ewm BHm

@P:(o_rmm - CEENEEYIEY-ELNLE
B Performance Monitor
» [ Data Collector Sets L
» [ Reports o0l
80+
701
el
S04
40
304 u
204
104
mgz.em m:z-ém 09:2‘6:30 09‘2-6940 DQ:EIG:SO o&zl'rm DQJ‘T:!O o&zlmo m:z'?.-sn DQ:Z‘?HU 09:27:47
Last 57912 Average 38319 Minimum 25715 Maximum 67.537
Duration 1:40
Show Color Scale Counter Instance Parent Object Computer
I~
The next screenshot below shows the memory and its available storage space,
further selections allows a user to see how much memory is being used.
) Performance Monitor [m] 2

B File  Action  View Window  Help

= 2m Ew Hm

& Performance o 5

Taols

XS ORI

B8 Forformance Maonitor

» [ Data Collector Sets
+ L@ Reports

50
40
30
20

104

o
OF2TAS

Shew

r
I

092800 09:28:10 09:28:20 09 26:50 092700 092710 0%:27:20 09:27:30 092740 092748

Last 360000 Average 496684 Minimum 360.000  Masimum

Duration

522,000
1:40

Colar Scale

1.0

Counter
% Processor Time

Instance
_Tatal

Parent Object

Processor

Camputer
WUOW 02240603851
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Below is the local disk input and output processes.

(% Performance Monitor - [m] x
@ rile Action View Window Help - &3
s 2@ Ew B
@ performance HrE- $X 2 0B 1M
~ L@ Monitoring Tools
Bl Performance Monitor )
» [ 3 Data Collector Sets g | HR
» L@ Reports [ || | Y|
If
80 | ) |
| ! !
\ (|
0
40
20
0 &
09:37:49 09:38:00 09:38:10 09:38:20 09:38:30 093700 02:37:10 093720 09:37:30 09:37:40 093748
Last | 100000 Average | 41577 Minimum 0000 Maximum 100.000
Duration 1:40
Show Color Scale Counter Instance Parent Object Computer -
. ——— 10 %PowmsorTme  Totl - Poeessor \JOW-0224060385
F 10 Available MBytes Memary WUOW- 0224060385
I~ a0t #wg. Disk Bytes/Read _Total LogicalDisk WUIOW- 0224060385
~ oot Awg. Disk Bytes/Write _Tatal LogicalDisk WUOW-0224060385
~ 10000 Avg. Disk seqRead _Total LoglealDisk WUOW-0224060385
~ 10000 Avg. Disk seq/Write LogicalDisk WUOW-0224060385
[~ 00001  Disk Resd Bytes/sec LogiealDisk WIOW-0224060385
v 10 Disk Reads/sec LogicalDisk WUOW-0224060385 ~
< B

Finally below shows the network settings, in particular latency and bytes per second.

(& perfarmance Monitor - [ %3
) File Action View Window Help - & 3
LN - = i)
(&) performance bt W ¢ =X 7 oEw e
- lm i Taols
B Performance Monitor -
» [ Data Collector Sets. iy
i Reports
80
60
404
20
]
09:42:49 09:4300 094310 094320 094150 094200 094210 094220 094230 094240 094248
Last 734905 Average 275311 Minimum 0000 Maximum 9,253.991
Duraticn 1:40
Show Color Scale Counter Instance Parent Object Computer “
— 10 % Processor Time _Total Processor WUOW- 0224060385
r 10 Available MBytes - Memory WIOW- 0224060385
— 00 Aug. Disk Bytes/Read LogicalDisk WJIOW-0224060385
| om Avg, Disk Bytes/Write LogicalDisk WUIOW- 0224060385
F 1000.0 Avg. Disk sec/Raad LogicalDisk WUOW-0224060385
'cs '
[ 00001 Disk Read Bytes/sec _Total - LogicalDisk WUOW-0224060385 ~
« N
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Reliability Monitor found in the performance monitor itself allows the user to measure
events that has happened on a computer, making this a very useful tool especially
when a user needs to access whether the system they are using is reliable.

To access the reliability monitor the user would need to right click on the “Monitoring
tools” folder within the performance monitor window and click “view system
reliability”, this brings up a new window giving the viewer detailed information about
the computers reliability in a scare of 1 to 10, screenshot below.

¥ Reliability Monitor — O

4 W™ « Security and Maintenance » Reliability Monitor ~ O

Review your computer's reliability and problem history

The stability index assesses your system’s overall stability on a scale from 1 to 10. By selecting a specific period in time, you may review the
specific hardware and software problems that have impacted your system.

View by: Days | Weeks Last updated: 28/04/2022 0&:00
1o
5
1
. (<] <] , | Application failures
Windows failures
Miscellaneous failures |
' Warmnings ]
o O [i] o 0 (i ] o O 0 © Information
) 7z £ X L3 I &g =) = <=,
o “ g, D, . g “ g,
gy M,y R, T, R, R, P, R,
Reliability details for: 28/04/2022
Source Summary Date Action
o\r‘.tormational events -
&7 Security Intelligen... Successful Windows Upd... 28/04/2022 0. View techni...
Save reliability history View all problem reports

Computer management is a vital utility program allowing users to access settings
within the windows operating system, the program itself consists of system tools,
applications and storage.

Such actions like backing up the system and adding new users to the computer can
be found within this utility program, further more within system tools the user can
download and update the computers drives and software.

System configuration also known as MSCONFIG is an extremely useful tool when
the user needs to address an speed issues when starting up a system, by entering
this utility program the user can amend the programs they want to run when the
system boots on.

Finally in this section of the report the author will discuss monitoring tools and its
importance, uses. A monitoring tool is used to locate a problem or determine if there
is one or not, by incessant observations on a monitoring tool a user can identify and
resolve issues on a computer before they become too big or unfixable.

Often monitoring tools come with a cost where companies design a monitoring tool
available to download to the public at a subscription monthly or one off cost, majority
of the time these come with a free trial. An example of one such tool called paessler
prtg, which is designed specifically for monitoring networks. This monitoring tool
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allows the user to monitor network devices, servers and even certain applications,
their website claims to have its own auto discovery feature which will alert the user of
any network failure or issues. [5]

Domain

The author will now set up a server as a domain controller, to do this using the
author firstly installs an active directory domain service which is needed to safeguard
the login account, a screenshot of this complete is shown below.

I Eﬁ Installation Results

Before You Begin _ " = PR e o
e The following roles, role services, or
— ST _ 1 1 warning, 1linformationsl messages below
Confimation /i, Windows automatic updating is not enabled. mmmmnzu.nymnaqmbu feature is
automatically updated, turn on Windows Update in Cantrel Panel,
(%) Active ¥ @ ded

(i) Us= the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server
fully functional domain controller.
Cloge this wizard and launch the Active Directory Domain Services Installation Wizard (dopromo. exe).

(=) NET Frameweork 3.5.1 Features o Installation succeeded

The following features were installed:
-NET Framework 3.5.1

Print, e-mall, or save the installation report

= Previous I Next > | Close I Cancel I | |

o [ & P 6 # b e =

Using the same service manager window, the author will create an active directory
domain named UWTSD, after resetting the system the author can then log in to this
domain.

dr,

UWTSDVAAmMihistrator

[ inians i

- Windows Serverzoos
Standard
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With this complete the author can then access the active directory users and
computers window enabling the option to create things like client computers and
objects. For instance the below screenshot shows a new computer which has been
created called Domaincomputert.

=101 %]
9 B Active Directory Users and Computers =121 x|
4= | Fle Acton View Help
Tie= rmfO0XCD=HE 3 aEFae
= [ Active Directory Users and Comput
# ] saved Queries
= s uwtsd.com
Bl g # 1 Builtin
@ j <6
& g # [E] Domain Controllers
> E # (] ForeignSecurityPrincipals
= [ ] Managed Service Accounts
F ] Users
J0 I N [—— i |
| |

veae| B | &7 | P @ Wb mpmn ™

From here the author can connect the new computer to the domain allowing other
users access as shown below.
- F T RS

:K:) [& - Control Panel - System and Security - System - [ [ search Control Panl (3

Control N e = €]

& Device Computer Name /Domain Changes x|
§ Device
Y"“Wm&u e and the membership of this

% Remots computer. Changes might affect access to network resources,  |computer
) Advance More information ts reserved.

Computer name:
computer1

Full computer name:
computer] uwtsd com

Femteer of i3-4005U CPU @ 1.70GHz 1.70 GHz

& Domain:
Iuwtsd.c:om Ly stem
W orkgroup: fnput is available for this Display
H "\':Jcha'\ge settings
[ ok | conca | H.uwtsd,com

See ak
Action C ok | camca | s | i
WindowS Tpdate

¥ 2 days until automatic activation. Activate Windows now

| Bl & || FORG
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An active directory is used to store information about the network and makes its
contents easily accessible for a user.

A domain is a group of devices or users sharing different data with each other via a
network, a domain controller is responsible for allowing the host user access to the
domains resources being in charge so to speak.

Atree in the context of domains is essential like an hierarchical that share a
constant namespace. Where as a forest is a group of trees without sharing the same
namespace.

DHCP

Before evaluating this report the author will create a DHCP server and acquire a IP
automatically, using sever manager the author will install the relevant feature to allow
a DHCP to allocate itself a static IP address. Followed by adding a scope as shown
below.

LTI eTIon T
) fsﬁl - Control Panel = and - Cor - ~ £ | search Network Connections

= - [

&

1P Address Range
You define the scope address range by & ying a set of ive IP

MT Desktop Adap. ..

- Configuration settings for DHCP Sarver
Enter the range of that the scope

Start IP address: |192.1S-3.l01 2
End IF address: |192.1sa.lm 2

[~ Configuration settings that to DHCP Cliert

Length: 24—=

Subnet mask: |255.255.255 [+]

r

< Back Nt > Cancat |

esan| B | gy ) ERS e [ G %) b s ®
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After following the rest of the steps the author can test the DHCP by using the cmd

BA@ MT Desktop Adapter B3
D—17

i5¢Freferred>

v 17:53
|‘ O e ks 28/04/2022 f

s 'startl _l';-( | = o : k= d | 1 :_a'
Evaluation

To conclude the virtual box program is a very powerful tool which allows a lot of
flexibility for the user to play with, the different virtual machines each with numerous
network adapters makes this program a must use when setting up network
interfaces.
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